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Abstract. This paper takes into account an economic perspective of security and
innovation. In particular, it discusses aspects of economics that may be relevant
in order to assess and deploy security technologies. At the micro level of analysis,
as an example, this paper highlights discussions on the economics of security in
the cloud. Do we really understand the economics of security in the cloud? Are
there economic models that capture operational security in the cloud? Early
work at HP Labs on trust economics underpins a systematic approach to infor-
mation security decision-making and risk management. The results on trust eco-
nomics highlight how economics may drive operational security and the deploy-
ment of security technologies. At the macro level of analysis, drawn from ongo-
ing work within the Security and Trust Coordination and Enhanced Collabora-
tion, this paper links economics to innovation in cyber security and privacy. De-
spite the R&D investments in cyber security and privacy, the general perception
is that security and privacy technologies are deployed ineffectively. This paper
also presents an integrated framework taking into account market perspectives
that may support identifying suitable R&D strategies and assessing their impact.
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1 Introduction

Despite the continuous investment in cyber security and privacy, continuous threats and
attacks remind us that the Internet is a vulnerable ecosystem (or cyberspace). This sec-
tion recalls some economic drivers for innovation in cyber security and privacy. In par-
ticular, this section highlights three main perspectives: economics of information secu-
rity, economic barriers for information security, and innovation in cyber security and
privacy — How much does information security cost? How complex is information se-
curity? How to support innovation in cyber security and privacy?

Recent trends in information security highlight a situation that is no longer sustain-
able [1]. On the one hand, the spending on information security has been increasing
constantly. On the other hand, the severity and impact of data breaches are getting big-
ger too. This somehow exacerbates the economic risk of information security. Simply,
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the increasing spending in information security combined with bigger data breaches
make the (economic) risk of information security quite severe.

Further analysis of the economics of security for the Internet points out some eco-
nomic barriers to information security [2]. From technical and organisational view-
points, two major issues arise: information asymmetry (that is, one party to a transaction
has better information than another one) and lack of diversity in platforms and net-
works. However, these issues also suggest information security as a market differenti-
ator. From an impact viewpoint, externalities are still unclear. Effects (positive or neg-
ative) on third parties of economic transactions are often questionable and quite sub-
jective. Future research should advance the understanding of the economic impact of
security technologies (breaches). From a legal viewpoint, liability dumping practices
and fragmentations of legislation and law enforcement create mistrust. This stresses the
need for legal cooperation supporting a free market and trustworthy cyberspace.

Unfortunately, despite the investment in information security the Internet is still vul-
nerable to various security threats — the perception is of untrustworthiness. A critical
analysis of research and development (R&D) activities in cyber security points out that
efforts towards innovation have been ineffective in deploying those security mecha-
nisms that are needed for a trustworthy Internet [3]. This problem is characterized by
the “valley of death”’, as shown in Fig. 1, faced by research and development initiatives
in cyber security [4]. A critical analysis of such problem points out various issues (e.g.
insufficient awareness of complexity of technology transfer, misalignment between
market and threat environment) and success factors (e.g. customer and market needs,
early involvement, value creation) [4].
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Fig. 1. Transitioning Cyber Security Research into Practice

This paper is concerned with the economic and market aspects of innovation in cyber
security and privacy. It takes into account two perspectives. At the micro level of anal-
ysis, it looks at the problem of economics of security in the cloud. Understanding the



economics of security (within a specific domain such as the cloud) enables risk-mitiga-
tion and deployment strategies for the cloud. At the macro level of analysis, it looks at
the problem of road mapping innovation strategies by identifying contingencies be-
tween research, technology and market. This paper is structured as follows. Section 2
is concerned with the economics of security in the cloud. It identifies different issues
faced by researchers and practitioners. Understanding and addressing such issues would
enable risk mitigation and deployment strategies driven by economics. Early work at
HP Labs on trust economics underpins a systematic approach to information security
decision-making and risk management. Section 3 focuses on innovation in cyber secu-
rity and privacy. It presents an integrated framework for innovation management. It
also discusses some preliminary trends drawn from consultations with stakeholders.
Section 4 points out some concluding remarks.

2 Economics of Security in the Cloud

This section takes into account a micro perspective of economics. With micro in this
case we mean aspects of economics that may be relevant for operational deployment of
information and communication technology (ICT). In particular, we analyse the cloud
computing domain as one of the most relevant shift in the way ICT is deployed across
differ industries. Recent studies forecast “worldwide public IT cloud services spending
to reach nearly 8108 billion by 2017 as focus shift from savings to innovation” [5].
Despite the potential market, further adoptions of cloud computing would require also
to take into account also the necessity, hence the cost, of securing the cloud itself [6].
Hereby we are not questioning the benefit of cloud computing or its security, but make
sure that the cost associated with securing the cloud is not overlooked (e.g. this may
involve various changes in organisational practices too). Cost-benefit analyses are cen-
tral to the adoption of any technology.

2.1 Modelling the Economics of Security.

We argue that the better our understanding of the economics of the cloud the better
security itself. Unfortunately, despite the research effort in modelling the economics of
cyber security, results are yet patchy [7]. Various models have been proposed capturing
the economics of cyber security, although they often provide very different analytical
results [7]. It is also difficult to assess the validity of modelling results due to a contin-
uous evolving landscape in cyber security (e.g. new threats, new attacks, etc.). Infor-
mation about cyber security threats and attacks are continuously updated by surveys
and new data, which at the same time ‘invalidate” (or make irrelevant) previous studies.
It is therefore necessary to assess the effectiveness of implemented security measures.
Unfortunately, operational information about security measures are seldom available.
Various studies (models) on economics of security provide different account of
cyber security. However, in order to benefit from such studies we need first to under-
stand and to compare the underlying economic models of cyber security [7] — Is the



model complete? Is the model consistent? Is the model transparent? Is the model accu-
rate? Is the model conservative? Does the model provide insight? — Answering such
questions is necessary in order to interpret any aspect of economics of security.

We discussed similar points at a dedicated workshop on the Economics of Security

in the Cloud (ESC workshop, collocated with the IEEE CloudCom 2013 conference,
Bristol, UK). The discussions with presenters and participants at the workshop gave
rise to interesting insights:

What is the cloud? There exist, as we know, multiple deployment models and op-
erational scenarios [8]. Unfortunately, most models (on the economics of cyber
security) often lack details of different deployments and cloud ecosystems.

What are cloud offerings? There exist different business models (and costs asso-
ciated with cloud services). However, cloud offerings may look similar, but (tech-
nical) details are important too.

How do we assess cloud ecosystems? Cloud computing is a major shift in the way
ICT is deployed. Emerging (business) relationships shape the cloud forming cloud
ecosystems involving different actors (with different responsibilities). Risk and
cost-benefit analyses need to take into account not just individual actors (e.g. the
weakest link [9]), but how economics, benefits, risks and security threats propagate
throughout the cloud supply chain.

How do we address cloud governance? Adopting the cloud involves a shift in the
way ICT is deployed across industries. This also requires new governance models
that intend to guarantee compliance with relevant regulatory regimes. Moving to
the cloud often involves data transfer from cloud customers to cloud providers [10].
Accountability is emerging among critical requirements in cloud ecosystems.
There exist alternative governance models [11] — e.g. centralised, decentralised,
delegation of responsibility, third party certification — which are difficult to assess
in terms of economics. Economic models (although generic) are then used to char-
acterise alternative governance models, but result difficult to link to operational
ones or to transfer into operational environments (e.g. see [12, 13] for examples of
economic models concerned with operational aspects of the cloud).

Do we understand cost/benefit of security investment? Despite the effort in as-
sessing security operationally, security metrics tend to be tailored to the specific
cases and difficult to generalise. Generally accepted security metrics, across oper-
ational domains, are yet a problem requiring further investigations. Moreover, due
to the continuous evolving cyberspace, assessing security (and related investments)
is like pointing to a moving target (e.g. see [14] for examples of economic models
of security investments).

Do we understand economic and security models? The diversity of economic and
security models makes their comparison difficult [7]. Unfortunately, they are quite
often written for the modellers not for the users of such models. Therefore, they
are difficult to adopt and transfer into practice.

These remarks provide critical insights about (modelling) the economics of security in
the cloud. Next section discusses briefly how understanding economics may drive op-
erational security and the deployment of security technologies in the cloud.



2.2 Cloud Stewardship Economics

As an example, we recall early work at HP Labs on cloud stewardship economics [15].
Cloud deployments involve benefits and risks beyond outsourcing [16]. Cloud services
are ready-available. Market dynamics (rather than simply commercial agreements) de-
termine the trust in such services and their consumption. Information management in
the cloud requires a broader notion than security, specifically a theory for stewardship.
Stakeholders in cloud ecosystems are affected by the choices and actions of others
(throughout cloud supply chains). Cloud providers manage data on behalf of cloud cus-
tomers (or other providers too), who trust and depend on third parties to manage infor-
mation in the cloud. Beside such responsibilities, there is also a dependence on the
robustness, resilience and sustainability of the whole cloud ecosystem. Cloud steward-
ship involves notions of assurance, trust, obligation, incentives, utility, preference,
hence economics. Cloud stewardship economics, on the one hand, explores the concept
of information stewardship in the context of cloud ecosystems, on the other hand, ap-
plies economic and mathematical modelling techniques to help stakeholders make strat-
egy and policy decisions. The work conducted by the project on cloud stewardship eco-
nomics [15] developed system and economic models (based on the utility theory) tai-
lored to the cloud. Simulations of different scenarios (e.g. security and reputation dy-
namics, information asymmetries, etc.) supported discussions of such models with
stakeholders. This helped to validate with stakeholders various behavioural assump-
tions about cloud ecosystems as well as to promote a shared understanding of cloud
stewardship economics among them. The results on trust economics highlight how eco-
nomics may drive operational security and the deployment of security technologies.
Cloud stewardship economics underpins a systematic approach to information security
decision-making and risk management [17, 18].

3 Innovation in Cyber Security and Privacy

The economics of security in the cloud, discussed in the previous section, is concerned
with analysis of the contingencies between economics and security. This section takes
into account different viewpoints of analysis concerned with security research and in-
novation. Research in security and privacy like other domains faces difficult transition
from research into practice [3]. Recent work on cyber security research highlights the
main factors (i.e. “insufficient awareness of the complexity of cyber security transfer”,
“a scattershot approach to R&D” and “mismatch between market and threat environ-
ment” [2]) that jeopardise transferring security technology from research to practice —
“many research investments lead to security technologies that never see the light of the
day” [2]. This difficulty that research outcomes have to transition into real world ap-
plications and markets is often depicted as the “valley of death” [3].

Research outcomes may fail to have any industry impact. Whilst this usefully serves
to filter out poorly conceived propositions, the challenge therein is to identify and sup-
port technologies that are valued by the market and of importance to end users [19].
This problem can be analysed from two different viewpoints: technological and con-
textual. On the one hand, research outcomes may not be ready or mature enough to be



deployed into practice. On the other hand, application domains may not be ready to
adopt new technological developments due to low levels of innovation intakes.

From a technological viewpoint of analysis, it is necessary to identify and understand
the barriers that inhibit technology transitions to practice, and how to address them [4,
20]. Another technological aspect to be considered is the maturity of developments.
The NASA Technology Readiness Levels (TRLs) are often used to assess the maturity
of technology to be delivered in operational environments [21, 22]. Moving from one
technology readiness level to the next one (and above TRL 3 and TLR 4) requires deal-
ing with a “research and development degree of difficulty” (that is, probability of suc-
cess of R&D objectives) [23]. Moreover, it also requires a commitment of resources
beyond the affordability of many research and development contexts, in particular, of
publicly funded research [24, 25]. The assessment by TLRs is how being adapted for
use in European Horizon 2020 funded research. This represents a significant shift af-
fecting how funding decisions are reached and post-funding evaluations are carried out.
From a contextual viewpoint of analysis, it is necessary to understand whether specific
domains are ready to adopt new technologies. Validation processes, collecting evidence
to assess the readiness of technology to be deployed in operational environments in
order to minimise the risk of innovation, may vary across application domains. At the
national level, the innovation index is widely adopted as a measure to assess the level
of innovation in different countries [26]. The Global Innovation Index (GlI) takes into
account composite indicators ranking innovation performances.

The combination of these two perspectives, i.e. technological readiness (that is, how
mature technology is) and contextual innovation (that is, how ready the innovation en-
vironment is), identifies a readiness-innovation space to discuss strategies to support
research impact. It highlights two critical situations: 1) high-readiness of technology
and low-innovation context, 2) low-readiness of technology and high-innovation po-
tential context. The former characterises situations where technology has been exten-
sively developed and used, but the deployment context is unable to benefit from inno-
vation for different reasons (e.g. lack of innovation culture, unsuitable supporting
mechanisms). The latter characterises situations where technology is under-developed
for an innovation ecosystem. These two perspectives have been discussed with industry
stakeholders in order to identify innovation pathways.

3.1  Technological Innovation Pathways

Cyber security and privacy are increasingly important topics for the competiveness of
European economy and the current trend of investments in legal, technical or research
areas related to these topics illustrate this importance. However, it is also necessary to
address emerging and future cyber security and privacy threats and challenges that span
multiple organisations, crossing domains and boundaries between companies, sectors,
or countries. Unlike other research domains, which also deal with common and global
challenges, cyber security and privacy domains are characterised by volatile dynamics
— what is secure today might not be tomorrow, what is an unknown threat or vulnera-
bility today might be on the news tomorrow. While threats and challenges are common



and global, the solutions and responses are often too fragmented, which yields not only
to the waste of resources, but brings also danger of inadequate response.

Technological innovation pathways provide a means to identify research and devel-
opment strategies that will be most effective. Research and development challenges in
cyber security and privacy are diverse and ambitious. No single strategy is going to
address all emergent issues in cyber security and privacy. Technological innovation
pathways take into account challenges of developing and deploying research innova-
tions. Innovation pathways identify alternative research and development strategies.
Which may rely on different methodologies, mechanisms and processes. Technological
innovation pathways identify those situations faced by research and development ac-
tivities. Industry stakeholders, we consulted, identified four different types of techno-
logical innovation pathways:

e Demand-driven Innovations: research and development initiatives focusing on in-
novations required by clients or sector representatives. This is the case for those
technologies and services with existing and recognised markets. Therefore, the rele-
vant topics are identified within such markets focusing on specific clients (end users)
and stakeholders (demanding further improvements in existing products and ser-
vices).

e Market-shaping Innovations: research and development activities focusing on new
technologies and services that are disruptive to current markets. Innovations that
have the potential of creating new market opportunities, but that need the ‘multipli-
cation’ of the impact in order to create ‘hype’ or market trend. That is, research and
development initiatives that deploy ground-breaking innovations and establish new
markets and trends.

o Cross-fertilisation Innovations: research and development initiatives supporting
cross-fertilisation between different research disciplines as well as industrial sectors
(different contexts addressing similar problems in alternative ways, e.g. dependabil-
ity and security in hardware and software research). This would require acquiring
multi-disciplinary skills and thinking programmatically (e.g. like for standardisation
initiatives).

e Grand Challenges: large scale initiatives bringing Industry and Research in order
to address complex problems in cyber security and privacy. This would involve the
identification of a list of challenges and the coordination of relevant projects (e.g.
clustering initiatives) in order to focus resources strategically.

These technological innovation pathways need to be integrated in and supported by
suitable funding mechanisms at the national as well as European level. They point to
alternative directions (sometime crossing each other) for innovation requiring different
levels of private and public interventions. Moreover, they help us discussing some is-
sues concerned with innovation. In particular, the identification of contingencies be-
tween research and development activities (in terms of technological innovation path-
ways) and issues concerned with technological transfers into industry practice. Fig. 2
shows the four technological innovation pathways. Demand-driven innovations require
an alignment between markets and users (of technological innovations, e.g. other in-



dustries) and consumers’ needs, otherwise they may result in users and consumers’ dis-
satisfaction and mistrust in technological innovations. Market-shaping innovations re-
quire an understanding of the economics of R&D, otherwise they may result in unclear
strategies for investment and decision making (e.g. security technologies often face this
type of problem due to a lack of understanding of security economics). Moreover, na-
tional and international legal frameworks for innovation shape markets and create the
conditions for technological innovations and collaboration (or competition) among
stakeholders. Cross-fertilisation innovations are characterised by R&D solutions (al-
ready existing in some domains) searching for problems across domains. Grand chal-
lenges, like security and privacy, require international cooperation for innovation.
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Fig. 2. Technological Innovation Pathways

The technological innovation pathways also supported discussing the barriers to in-
novation in cyber security and privacy. The aspects of R&D supporting innovation
forms a basis for an integrated framework for innovation management [27].

3.2 Integrated Framework for Innovation Management

This section recall the integrated framework for innovation management we intro-
duced in [27]. In order to support effectively the transition from publicly funded re-
search to operation environments it is necessary to address different challenges, e.g.
human resources, government regulations, deployment issues, and funding cycles [20].
Enhancing the readiness level of technologies requires not only dealing with such chal-
lenges but also using the suitable support at the right time. Different mechanisms may
be suitable for early research developments but not so effective in supporting transition
to operations. Other instruments may support effectively technology transfers and



adoption. In order to increase the impact of R&D in cyber security and privacy, differ-
ent instruments — e.g. research projects, pilot projects, pre-commercial procurements
[28,29] — can support innovation at various stages [30], from R&D initiatives enhancing
the maturity and readiness of technology to the adoption of innovative technology. Sim-
ilar considerations may arise in analysing the risk of technology (new or existing) with
respect to market (new or existing) [31].The European Commission, for instance, is
supporting the adoption of pre-commercial procurement in order to deliver innovation
in public sectors in Europe [32]. The pre-commercial procurement has been success-
fully adopted and used across different services [33,34].

Initial findings from SecCord research combined with insights drawn from critical
aspects of R&D, as discussed, highlight three discrete primary areas of investigation
[27]: (1) R&D policy and market, (I1) technology readiness, and (111) technology trans-
fer (also referred to as transition). Fig. 3 illustrates these areas of investigations forming
together the integrated framework for innovation management underpinning empirical
investigations and roadmaps in cyber security and privacy.
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Fig. 3. An integrated framework for innovation management

Some stakeholders clearly operate within one particular area of investigation (e.g.
regulators and funders within R&D Policy and Market, and Information Communica-
tions Technology (ICT) service providers within Technology Transfer), whilst others
can provide expert views and experiences across more than one process (e.g. innova-
tors). The integrated framework thus outlines the scope and focus for capturing, inte-
grating and systematically analysing all stakeholder views of cyber security R&D im-
pact. The integrated framework underpins a questionnaire on Cyber Security and Pri-
vacy R&D Impact in Europe we are using for gathering stakeholders’ opinions in order
to understand contingencies between different aspects of innovation. Next section dis-
cusses some initial indications based on stakeholders’ responses.



3.3  Ongoing Stakeholder Consultation

The integrated framework identifies three dimensions — i.e. market and policy, tech-
nology transfer, technology readiness and maturity — influencing the impact of R&D
in cyber security and privacy. These dimensions form the basis for a survey we are
conducting with stakeholders. For example, Table 1 lists the different statements (and
questions) for the dimension concerned with technology readiness and maturity we
asked stakeholders to rank (answer) according to their experiences. The other dimen-
sions — i.e. technology transfer, market and policy — are investigated with other relevant
statements (questions).

Table 1. Innovation Dimension: Technology readiness and maturity
Technology usages
Statements 1. Cyber security technologies with a strong business case still lack op-
portunities to access capital to follow through into application
2. Further support mechanisms are needed to help demonstrate utility in
large scale systems environments
3. Access to actionable test feedback from end users is hard to achieve
for new cyber security technologies
Question 4. What factors are critical to the development of competitive business
models for new technologies in cyber security and privacy?
Economic incentives and investments
Statements 5. Industry recognised metrics specific to cyber security and privacy are
already widely used in commercial documents to demonstrate the ef-
ficacy of new technologies against threats
6. Large enterprises should play a greater technical and economic role in
supporting new cyber security technology ventures in the wider mar-
ketplace
7. 3. The effective application of new cyber security technologies is sig-
nificantly affected by exogenous factors, such as legal frameworks, in-
surance and taxation

Question 8. What can be done to decrease risk to investments for technologies that
have demonstrated potential in laboratory environments?

We will now discuss some initial indications for each of the dimensions identified
by the integrated framework for innovation management (a full study of stakeholder
feedback is due once we have completed the survey). The initial indications identified
by stakeholders point out insights about R&D in cyber security and privacy.

e Technology Readiness and Maturity. Stakeholders indicate the need for further
support mechanisms are needed to demonstrate the utility of research and develop-
ment outcomes in large scale environments. Unfortunately, they also point out that
it is difficult to get feedback by end users of security and trust technologies. In terms
of economic incentives and investments, stakeholders stress the lack of commonly
adopted security (privacy) metrics. Interestingly, despite there is a strong emphasis
on measures supporting SMEs, stakeholders recognise that large enterprises should
play a leading role in advocating technology innovation.



e Technology Transfer. Looking at processes and dynamics of technology transfers,
stakeholders indicate that the integration between new security and privacy technol-
ogies into current infrastructures presents a significant barrier to technology transfer.
This is probably due also to the fact that changes required by integrating new tech-
nologies represent often an organisational risk. Moreover, the lack of shared data on
security incidents and industry benchmarks is a major obstacle to technology trans-
fers. Another interesting point is that stakeholders recognise the need for effective
marketing supporting technology transfers.

o Market and Policy. This dimension highlights various contingencies concerned
with innovation in cyber security and privacy. In general, these stress the misalign-
ment between the expectations of stakeholders how are responsible for research and
development activities (and technology transfers) and the innovation environments
(shaped by governmental stakeholders who define relevant policies and economic
incentives). Other interesting results point out conflicting views on the effectiveness
of publicly-funded research (we will analyse whether or not there are different opin-
ions across stakeholder groups) and well as of stakeholder forums in identifying re-
quirements for security and privacy technologies.

The final results (once analysed in search for statistical correlations and arguments) of
the questionnaire we are collecting will inform a road mapping exercise for identifying
contingencies in current innovation strategies as well as recommendations for future
research and development initiatives.

4 Concluding remarks

This paper has discussed various aspects of economics, security and innovation. The
combination of both micro and macro levels of analyses highlights contingencies in the
way the economics of security may affect (or, if understood, positively influence) in-
novation in cyber security and privacy. At the micro level, we discussed the economics
of security in the cloud. Although different economic models of security have been
proposed, there is still a lack of understanding of the economics of security in the cloud.
Future activities intend to understand and discuss further the operational (and prag-
matic) aspects of economics of security in cyber security — What is new in the econom-
ics of cyber security and privacy? At the macro level of analysis, stakeholder indicate
various contingencies between innovation dimensions (i.e. technology readiness and
maturity, technology transfer, market and policy). This paper discusses various contin-
gencies between economics, security and innovation. Addressing the problem of the
“valley of death” faced by R&D in security and privacy would require alignments of
technologies, economic incentives and markets. This also would suggest defining in-
novation in terms of technology investments and deployments by taking into account
economics, market opportunities and R&D strategies. In conclusion, economics, secu-
rity and innovation characterise a complex problem space for R&D in cyber security
and privacy — security (privacy) metrics (models) are yet unclear; assessing the eco-
nomics of security (privacy) is even more complex; innovation in cyber security and
privacy without understanding the economics of security (privacy) is probably a utopia.
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